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Introduction
PharmOutcomes® and Outcomes4 Health® are developed and managed by
Pinnacle Health Partnership LLP.
Registered in England No. OC347501 –
Registered Office: 1st Floor Weatherwise Building, East Cowes PO32 6SP
ICO Registration: ZZA112333
Introduced in 2013, PharmOutcomes offers the commissioner a completely unique end to end
solution for the management of local enhanced service delivery. The platform supports
multidisciplinary service delivery as it also comes badged as Outcomes4Health that can be deployed
at non-pharmacy provider sites. Data collected at all sites will feed into the same service audit
irrespective of livery.

Services - Local control of data capture
The platform provides complete flexibility for commissioners in each locality as it comes with a
service library that offers templates for most enhanced services, which can be viewed, imported to a
local library and edited very easily. Local adjustment of any service template is straightforward and
the resulting services will be able to capture all relevant data required by any Patient Group
Direction (PGD) Local Service or Service Level Agreement (SLA). Commissioners can also create new
services from scratch after some simple instruction and reference to user guides.
The platform has built-in security for safe capture and storage of patient data. Commissioners can
set accreditation for specific services on an individual basis via tick boxes in their administration
screen. This ensures that only accredited providers will be able to enter data for services.
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Information Governance
As patient identifiable data is stored on PharmOutcomes it is imperative that information
governance requirements are fully met.. PharmOutcomes was designed to be compliant with the
Data Protection Act and has been enhanced to meet the new requirements of the General Data
Protection Regulation (GDPR). The data controllers and processors of the data are described and
explained in the PharmOutcomes Data Ownership Guidance (later in this document). Strict access
controls (as described below) are in place to ensure no patient identifiable information will be
accessed or used by anyone other than the appropriate data owner or authorised and monitored
system support staff undertaking system maintenance.
PharmOutcomes redacts patient identifiable information and provider information at the different
levels to ensure that confidentiality is maintained

The PharmOutcomes User Agreement details the relationship between PDS Ltd (PSNC Data Services
Ltd) and the pharmacy contractor. PDS Ltd took expert legal advice to allow it to review its
procedures and to develop the PharmOutcomes User Agreement that sets out the respective
obligations of pharmacies, of PDS Ltd and of the sub-contractors used by PDS Ltd. All pharmacies and
their staff accessing PharmOutcomes have to accept the terms of the PharmOutcomes User
Agreement.
The PharmOutcomes Service Level Agreement details the relationship between Pinnacle Health
Partnership LLP and the system commissioner.
Each contractor can setup and delete user logons for their own location in order to give appropriate
access to their staff. There is a triple level secure log on requiring their user name, password and a
6-character security word.

3|Page
PharmOutcomes Technical and Information Governance Specification V5

For security and audit purposes, the system retains a full log of log ins and service provisions; the
logs are auditable given an appropriately authorised and legal request to do so.
Pinnacle Health’s information security policy, security management and practices have been
specifically designed to meet with the NHS IG Toolkit Level 3 requirements published by the NHS for
3rd party commercial providers and to be compliant with the NHS code on confidentiality. PDS Ltd
ensures that it, and the company that hosts the PharmOutcomes platform, and the company that
processes the data, are compliant with GDPR, and have industry level standards of protection.
Pinnacle Health has commissioned independent testing of the PharmOutcomes platform to ensure
that there can be no unauthorised external penetration and also an independent test of internal
vulnerability (i.e. the threat of misuse by an authorised user) and these have confirmed that
PharmOutcomes has robust security in place.
PharmOutcomes is designed to use the maximum level of encryption supported by the user’s
browser application. Typically the connections are encrypted via a secure 256 bit encrypted link
where the user’s browsers are capable, and anything less than 128 bit AES will be refused.
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Passwords
Password Rules
Specification: All passwords must adhere to the rules for construction as defined in
the following criteria:
Password Term: We are moving away from forcing password changes following the
guidance of the National Cyber Security Centre which has determined that this
makes systems less secure. This can be changed at the request of the commissioner
to meet their own policy.
Minimum Password Length: The length of passwords will always be checked
automatically at the time that users construct or select them. A User Password must
contain a minimum of eight (8) characters.
Difficult-To-Guess Passwords Required: Passwords for computers and networks must be
difficult to guess. Words in a dictionary, variations of user-ID, and common
character sequences such as "123456" must not be employed. The system will look
at the details of the provider and not allow obvious matches such as the pharmacy
name, address or obvious links such as ‘pharmacy’ ‘tablet’ etc
This can be changed at the request of the commissioner to meet their own policy but
must not be any lower than the standards set by PharmOutcomes.
The rules combine in the system to create a score for each password and the password must reach a
high enough score, showing as red, amber and green on screen, where red passwords are not
accepted, amber are acceptable and green are good.
The security word is a six-letter word generated by the system. Users select a word from a list of 10
randomly generated words and are required to use this every time they wish to access patient
identifiable information.
The security word is also used to re-access the system if it times out during any periods of inactivity.
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GDPR and Data Ownership
In the PharmOutcomes system, providers enter data to a specification set by service commissioners;
PharmOutcomes then acts as an anonymisation service to allow commissioners to see both
aggregated service data and records concerning patients and clients without identifiable details. This
is all done within the framework of the GDPR, including the following principles that
PharmOutcomes upholds:
•
•
•
•
•
•

Personal Data shall be processed lawfully, fairly and in a transparent manner
Personal Data shall be collected for specified, explicit and legitimate purposes
Personal Data shall be adequate, relevant and limited to what is necessary
Personal Data shall be accurate and, where necessary, kept up to date
Personal Data shall be retained only for as long as necessary
Personal Data shall be processed in an appropriate manner to maintain security

The Regulation further defines the activities of users or organisations, and in the case of
PharmOutcomes these are:
•
•
•

Providers – Data Controller and Data Processor
PharmOutcomes – Data Processor
Commissioner – Data Controller

This, together with the End User License Agreement helps define ownership of “data” in its various
forms.

Providers
The records entered onto PharmOutcomes by providers remain their data because it can form part
of a clinical record for a healthcare professional/provider. This information is held by
PharmOutcomes for as long as necessary under the current NHS guidelines (Records Management
NHS Code of Practice 2016). Providers are able to download and print a copy of their records in
order to retain them for the appropriate period of time. After that period providers will be
contacted regarding the redaction, archiving or deletion of the information depending on existing
NHS guidelines at that time.
Records should not ordinarily be kept for longer than 30 years. The Public Records Act does,
however, provide for records which are still in current use to be legally retained. Additionally, under
separate legislation, records may be required to be retained for longer than 30 years (e.g. Control of
Substances Hazardous to Health Regulations). The minimum retention periods should be calculated
from the beginning of the year after the last date on the record. For example, a file in which the first
entry is in February 2011 and the last in September 2014, and for which the retention period is
seven years, should be kept in its entirety at least until the beginning of 2022. Each organisation
should produce its own retention schedules in the light of its own internal requirements.
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The records do not belong to Pinnacle Health Partnership LLP, the providers of PharmOutcomes. As
a social enterprise, one of our aims is to evidence the value that community pharmacy brings to
commissioners. The End User License Agreement (EULA) does allow us to use the Anonymised
Information, and aggregate it, for use for purposes which Pinnacle and PDS LTD/PSNC reasonably
consider to be of benefit to the interests of the pharmacy community as a whole to meet this aim.

Commissioners
The EULA and Service Level Agreement (SLA) with commissioners allows them broader rights to view
and act with the data as they see fit. Obviously, this is within the confines of the eight principles of
the General Data Protection Regulation and the additional requirements of the Caldicott Guidelines,
which were reviewed and updated in July 2017. However, they do not have rights to restrict the
activity of providers to manage their own data as they similarly see fit, other than as part of postpayment verification and validation.
Traditionally, some commissioners may have wanted to see identifiable information to “track” an
individual through a care pathway. However, access to this is not generally deemed appropriate
without explicit consent having been obtained from the patient/client. In an example regarding
disclosure of patient data to NHS managers and the Department of Health (e.g. commissioning,
prescribing advisors, financial audit, resource allocation etc.), Confidentiality - NHS Code of Practice
states:
The use of anonymised data is preferable for management purposes but this is not always
practicable. Systems that are capable of providing anonymised data sets for management purposes
should be developed. Where they do not yet exist, the use of confidential information to support
these activities may well be appropriate and necessary, but care should be taken to determine the
minimum requirements.
Explicit consent is required unless there is (rarely) a robust public interest justification and, in the
absence of either, support is required under section 60 of the Health & Social Care Act 2001.
PharmOutcomes has the ability to manage this process for commissioners, providing reports such as
duration of care to remove the need to access identifiable client data, thereby protecting both
clients and commissioners.
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System Requirements
PharmOutcomes is an internet based system. It will run on any currently supported full featured
browser with javascript enabled.
This includes:
•
•
•
•
•
•

Internet Explorer 8 or greater
Chrome
Opera
Edge
Firefox
Safari

No information or service is stored on commissioner’s servers or user’s computers, beyond those
items that they manually download* and cached images, with the exception of a single browser
cookie which maintains state between transactions and is classified within UK and EU cookie law as
"strictly necessary". The formal cookie policy can be found through a link at the bottom of each page
of the PharmOutcomes system.

*It is recommended that Patient Identifiable Information is not downloaded unless appropriate
security measures are in place to protect it.
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Technical Solution Diagram
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Technical Infrastructure and Resilience
Hosting Centre
PharmOutcomes is hosted entirely within the UK by our hosting partner Memset Ltd, Building 87,
Dunsfold Park, Stovolds Hill, Cranleigh, GU6 8TB on our behalf.
Their two data centres are situated in Dunsfold and Reading. Having two data centres allows us to
maintain a live copy of all data in two physical locations providing us increased resilience over a
single data centre. The two data centres are connected by a dedicated fibre line separate from the
main internet.
•

8,500 Solar panels on-site

•

Diverse power feeds to substation

•

N+1 Generators with at least 36 hours of fuel on-site and refuel provision

•

N+1 UPS with capacity for full data centre.

•

N+25% Adiabatic Coolers for main data centre hall and Air Conditioning for UPS batteries.

•

Biometric authentication system

•

Data centre located inside its own secure compound

•

Fencing and electric entry, including vehicle control systems

•

FM200 Waterless Fire Suppression System

Round the Clock Monitoring
Every system within the data centre is monitored and controlled from the on-site control room and
maintained 24 x 7 x 365.
Physical Security
Access to the data centre is strictly controlled, with manned security on-site 24/7. All access points
in the data centre are monitored by dedicated internal security, utilizing individual card swipes,
biometric scanners and CCTV. Security coverage spans from the heart of the facility to the outer
compound.
Uninterrupted Power Supply
Should mains supply fail at any time, a series of generators seamlessly kick-in to power all hosted
equipment supported by site-wide UPS system. Generators run for 36 hours with onsite fuel and are
refuel-able in use.
Cooling
The adiabatic cooling system is configured with N+25% built-in redundancy for when the data centre
is operating at maximum capacity.
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Servers
A technical diagram is provided which illustrates the interconnectivity of the following virtualised
servers managed by a Citrix XenServer Hypervisor and running on separate physical servers:
•
•
•
•
•

2 x Load Balancing OS: Debian 8 with HaProxy;
2 x Web Server: Debian 8 with Apache;
3 x Database Server: Debian 8 with MariaDB10.1 and Galera Cluster; and
2 x Database Load Balancer: Debian 8 with HaProxy to manage load over database.
2 x Storage Server: Debian 8 with CouchDB and ClamAV protection.

All software is managed by system administrators at Pinnacle Health. This includes
•

Server Configuration to ensure a secure deployment.

•

Server Patching to keep all software up to date.

•

24 x 7 Server Monitoring including uptime ping check, CPU usage, disk space usage and
other key indicators of health.

SaaS
PharmOutcomes utilises the Software as a Service (SaaS) model which is a way of delivering
applications over the Internet as a service. Instead of installing and maintaining software, it is simply
accessed via the Internet. There is no complex software or hardware management for your
organisation or providers and Pinnacle manages access to the service, including security, availability,
and performance. All that is needed is an Internet connection.
This way of working protects the privacy of each client while providing service that is reliable and
secure on a large scale. Each client has access to use all of the same systems and technology within
their own protected area safe from unauthorised access to their personal information.
PharmOutcomes clients are all on the same infrastructure and code base, which allows us to
innovate more quickly and save the valuable development time which might otherwise be spent on
maintaining numerous versions of outdated code.
This set-up also offers clients the ability to customise services to fit their needs without affecting the
common infrastructure. Improved access to data from any networked device makes it easier to
manage privileges, monitor data use, and ensure everyone sees the same information at the same
time.
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Critical and Security Updates

Pinnacle runs a program that scans for critical and security updates every morning and identifies
those which can be applied safely without human intervention and those which should be reviewed
before updating. The latter are then reviewed by the development team and updated where
appropriate.

Change Management
Pinnacle has internal procedures which ensure development and testing takes place in a secure
environment before being uploaded to the main system. Our processes and procedures meet the
requirements of ISO 27001 and are regularly reviewed and updated where necessary
As the system is accessed via a web portal no software updates are required. Updates are planned
to take place outside of main working hours and to cause minimal disruption.
Changes are managed and tracked through a shared issue tracking system. Staff record changes
required and can track progress through prioritisation, development, testing and completion.

Backups
There is a regular program of backups for the system using the following timetable:
10 x 4 hourly + 7 x Daily per week
Offsite backups 7 x Daily per week
Data backups are retained for 28 days before being overwritten in rotation. Data backups are only
used for system failures but Pinnacle receives a restore image once a month which is verified and
actively restored on a secondary server to assure the disaster recovery process detailed later.

Back Up Storage
Pinnacle uses Amazon Web Services (AWS) for our DNS and Database Backups.
Route 53 is a DNS hosting product which allows us to handle failover between data centres in the
event we lose the front load balancer or the whole data centre. AWS will use commercially
reasonable efforts to make Amazon Route 53 100% available.
AWS S3 is a cloud storage solution that we use for keeping backups of PharmOutcomes. Back up
All communication with S3 is over secure HTTPS and the data stored is encrypted to AES-256 on
Pinnacle Servers before being transferred to S3.
AWS is ISO27001 accredited and restricted to the London region to make sure that data never
leaves the UK.

12 | P a g e
PharmOutcomes Technical and Information Governance Specification V5

ITK Technical Solution Diagram
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ITK Infrastructure
Information flow from hospital to community pharmacy

*CDA (Clinical Document Architecture) contains Patient Demographic Information, Hospital
information and (optionally) Community Pharmacy information i.e. where the referral is being sent
to. There is active development of a non-CDA solution to allow HL7v2 information to be sent via
PharmOutcomes.
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Vulnerability Management
Pinnacle has a comprehensive risk management assessment in place with contingencies for all
eventualities. The risk management process is part of our ISO27001 certification to ensure that it
meets industry requirements. This is reviewed regularly with any changes to the system or legal
requirements.
Vulnerabilities are tested daily by our own team, including our own testing manager, and by an
independent, external agency twice a year to ensure that all vulnerabilities have been identified and
any issue addressed.

Penetration Testing
The system is built on object-oriented principles. The prevention of escalation penetration is our first
priority when developing the system. We undertake penetration testing through First Base
Technology at least twice annually. The system detects a variety of intrusion triggers, all of which
result in notification of the partners. Penetration testing indicates that these are effective. Follow
up testing also ensures that any issues raised by the testers have been addressed effectively.

Latest Penetration Testing – Summary Report
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Removal of Data from PharmOutcomes
The records entered onto PharmOutcomes by providers remain their data because it can form part
of a clinical record for a healthcare professional/provider. This information is held by
PharmOutcomes for as long as necessary under the current NHS guidelines Records Management
Code of Practice for Health and Social Care 2016 Appendix 3 indicate minimum retention periods
and required final actions). Providers are able to download and print a copy of their records in order
to retain them for the appropriate period of time. After that period providers will be contacted
regarding the redaction, archiving or deletion of the information depending on existing NHS
guidelines at that time.
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Information is deleted securely following the procedure below.
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Certification
In order to ensure that the system is secure and that it meets industry best practice, Pinnacle
undertakes relevant certifications which involve external testing and auditing.

Pinnacle holds and maintains the following certifications:
•
•
•

NHS Information Governance Toolkit at Level 3
Cyber Essentials PLUS
System Infrastructure Management accredited to ISO27001:2013

We have also included the certificate our Data Protection Officer holds as an EU GDPR Practitioner.
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ODS Code 8J110

Pinnacle Health Partnership LLP
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Data Protection/Privacy Impact Assessment
Pinnacle have prepared a template which contains all of the most frequently asked questions with
our answers and has the relevant Pinnacle evidence attached.
The information is contained in a word document so that you can add organisation and service
specific details to this template. If you need this document in a different format, please let us know.

Due to the size of this document we have not embedded it into this document. If you would like to
receive this please email dpo@phpartnership.com
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Disaster Recovery and Business Continuity
When data is entered onto PharmOutcomes, there is no information stored locally on the pharmacy
computer, so fires, burglaries and computer failure at the provider will have no impact.
The PharmOutcomes systems are located in ISO27001:2013 accredited data centres in England
operated by Memset Limited, our hosting partner and all the operational staff who have access to
the system are security vetted.
The disaster recovery and business continuity arrangements for PharmOutcomes are part of the core
design of the system. Failover protection is provided by dual load-balancing servers and dual webservers. As soon as records are saved by a contractor on the PharmOutcomes platform, e.g. by
clicking a 'Save' button, a record is made on the PharmOutcomes database system which is located
in England, and an identical copy is replicated onto another two servers in two distinct data centres.
The system is run across two data centres with data always stored on both sites. In the event that a
whole data centre was lost the system would failover all primary users to the second automatically
within a few minutes. A full system backup is taken each evening.
Pinnacle Health Partnership also maintains backup support premises with full facilities which ensures
that support can be continued if the primary location is compromised.
All of our business continuity arrangements are accredited by ISO27001 and are subjected to a
complete crash test check every year (or whenever infrastructure changes make reverification
appropriate).
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If you have any further questions, please contact our Data Protection Officer, Pam Bowes.
Tel: 01983 216699 or dpo@phpartnership.com

This information is intended as supportive guidance and does not constitute legal advice. If in doubt, consult an
appropriately qualified and regulated professional. PharmOutcomes/Outcomes4Health is provided by Pinnacle Health
Partnership LLP.
Outcomes4Health is a registered trademark of Pinnacle Health Partnership LLP. Registered in England and Wales
OC347501. Registered Office: 1st Floor Weatherwise Building, East Cowes PO32 6SP.
PharmOutcomes is a registered trademark of PSNC Data Systems Ltd (“PDS”). Registered in England and Wales 09526880.
Registered office is Da Vinci House, Basing View, Basingstoke, Hants. RG21 4EQ.
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